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Baxenden St John’s 

CE Primary School 

Online Safety Policy 

Reviewed October 2019 

“Our school helps us to walk with Jesus to be 

the best that we can be.  

 

“I can do all things through Christ, who 

strengthens me.” Philippians 4:13 

https://www.google.co.uk/url?sa=i&url=https://www.internetmatters.org/hub/news-blogs/government-response-to-the-internet-safety-consultation-the-view-from-internet-matters/&psig=AOvVaw1sNV_1u5gWDaqnSIFAnZXc&ust=1572187667949000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCKiS79mWuuUCFQAAAAAdAAAAABAE
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Introduction 

Children and young people today are using digital media to explore, connect, create, and 

learn in ways never before imagined. However, alongside these new experiences and 

opportunities, children can become exposed to potential risks. It is vital therefore that 

schools endeavour to teach children and young people to learn digital literacy and 

citizenship skills so that they can act responsibly and to use the internet in a better way. 

Online safety encompasses Internet technologies and electronic communications such 

as mobile phones as well as collaboration tools and personal publishing. It highlights 

the need to educate pupils about the benefits and risks of using technology and provides 

safeguards and awareness for users to enable them to control their online experience. 

The school’s online safety policy will operate in conjunction with ‘Keeping Children Safe 

in Education 2019’ and other policies including those for Safeguarding, Behaviour, Anti-

Bullying, Curriculum and Data Protection.  

This Online Safety policy has been developed by the school’s Online Safety Group which 

consists of: 

 Mrs Julie Green – Head Teacher/Designated Safeguarding Lead 

 Miss Katie-Jayne Edwardson – Deputy Head Teacher/Deputy Designated Safeguarding 

Lead/Online Safety Lead 

 Mr John Massey – Chair of Governors 

 Mr Simon Rumble – Assigned governor for Computing and Online Safety 

This policy applies to all members of the Baxenden St John’s Primary School community 

(including staff, pupils, volunteers, parents, carers, visitors, community users) who have 

access to and are users of digital technology systems, both in and out of school. 

Schedule for Review 

This Online Safety policy was approved by the Governing Body on: October 2019 

The implementation of this Online Safety policy will be monitored 

by the: 

Online Safety Committee 

outlined above 

Monitoring will take place at regular intervals: Annually or when requested 

The Online Safety Policy will be reviewed annually, or more 

regularly in the light of any significant new developments in the use 

of the technologies. The next anticipated review date will be: 

September 2020 

Where an online safety breech occurs, we will approach the 

appropriate external agency. This will depend on the circumstances 

and may include: 

MASH, Police, Lancashire 

Safeguarding, County Advisor, 

Children and Family Well-Being 

Services 
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Roles and Responsibilities 

The following section outlines the online safety roles and responsibilities of individuals 

and groups within the school.  

Governors  

Governors are responsible for the approval of the Online Safety Policy and for reviewing 

the effectiveness of the policy. This will be carried out annually, with governors 

receiving regular information about online safety incidents and monitoring reports. A 

member of the Governing Body (Simon Rumble) has the role of Online Safety Governor.  

The role of the Online Safety Governor will include:   

 regular meetings with the Online Safety Lead 

 attendance at Online Safety Group meetings 

 regular and pro-active monitoring of:  

1) online safety incident logs 

2) filtering control logs 

 reporting to relevant staff members and stakeholders  

Head Teacher 

 The Head teacher (Mrs Julie Green) has a duty of care for ensuring the safety 

(including online safety) of members of the school community, though the day to 

day responsibility for online safety will be delegated to the Online Safety Lead (Miss 

Katie-Jayne Edwardson.) 

 The Head teacher and Deputy Head teacher are aware of the procedures to be 

followed in the event of a serious online safety allegation being made against a 

member of staff.   

 The Head teacher and Senior Leaders are responsible for ensuring that the Online 

Safety Lead and other relevant staff receive suitable training to enable them to carry 

out their online safety roles and to train other colleagues, where relevant.   

 The Head teacher also liaises with the Local Authority and relevant body 

Online Safety Lead 

The Online Lead (Miss Katie-Jayne Edwardson): 

 leads the Online Safety Group 

 takes day to day responsibility for online safety issues and has a leading role in 

establishing and reviewing the school online safety policy. 
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 ensures that all staff are aware of the procedures that need to be followed in the 

event of an online safety incident taking place.  

 provides training and advice for staff  

 liaises with school technical staff 

 receives reports of online safety incidents and creates a log of incidents to inform 

future online safety developments. 

 meets regularly with Online Safety Governor to discuss current issues and review 

incident logs and filtering 

 attends relevant meetings of Governors to report back on any arising issues  

 ensures the use of the internet is monitored and reports and incidents to the 

relevant persons 

Technical staff  

The Network Manager (Midshire IT Services) is responsible for ensuring:  

 that the school’s technical infrastructure is secure and is not open to misuse or 

malicious attack 

 that the school meets at least the minimum required online safety technical 

requirements and any local authority guidance that may apply.  

 that users may only access the networks and devices through a properly enforced 

password protection policy 

 the filtering policy, Netsweeper, is applied and updated on a regular basis and that its 

implementation is not the sole responsibility of any single person  

Teaching and Support Staff 

Are responsible for ensuring that: 

 they have an up to date awareness of online safety matters and of the current school 

Online Safety Policy and practices 

 they have read, understood and signed the Staff Acceptable Use Policy (AUP) 

 they report any suspected misuse or problem to the Head teacher and Online Safety 

Lead for investigation  

 all digital communications with pupils/parents/carers should be on a professional 

level and only carried out using official school systems  
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 online safety issues are embedded in all aspects of the curriculum and other 

activities  

 pupils understand and follow the acceptable use agreement 

 pupils have a good understanding of research skills and the need to avoid plagiarism 

and uphold copyright regulations 

 they monitor the use of digital technologies, and mobile devices (IPads and laptops) 

in lessons and other school activities (where allowed) and implement current 

policies with regard to these devices 

 in lessons where internet use is pre-planned, pupils should be guided to sites 

checked as suitable for their use and processes should be in place for dealing with 

any unsuitable material that is found in internet searches 

Designated Safeguarding Lead (including Deputy)  

Will be trained in Online Safety issues and be aware of the potential for serious child 

protection / safeguarding issues to arise from: 

 sharing of personal data  

 access to illegal / inappropriate materials 

 inappropriate on-line contact with adults / strangers 

 potential or actual incidents of grooming 

 online-bullying 

Online Safety Group 

The Online Safety Group is made of members of the school community with 

responsibility for issues regarding online safety and the monitoring the Online Safety 

Policy including its impact.  

Members of the Online Safety Group will assist the Online Safety Lead (or other relevant 

person, as above) with: 

 the production/review/monitoring of the school Online Safety Policy 

 monitoring of the school filtering policy and requests for filtering changes 

 mapping and reviewing the online safety provision – ensuring relevance, breadth 

and progression 

 monitoring incident logs 
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 consulting stakeholders – including parents / carers and the students / pupils about 

the online safety provision 

Pupils: 

 are responsible for using the school digital technology systems in accordance with 

the Pupil Acceptable Use Agreement  

 have a good understanding of research skills and the need to avoid plagiarism and 

uphold copyright regulations 

 need to understand the importance of reporting abuse, misuse or access to 

inappropriate materials and know how to do so 

 will be expected to know and understand policies on the use of mobile devices 

(Ipads, laptops, digital cameras, smart watches.) They should also know and 

understand policies on the taking / use of images and on online-bullying. 

 should understand the importance of adopting good online safety practice when 

using digital technologies out of school and realise that the school’s Acceptable Use 

Agreement covers their actions out of school, if related to their membership of the 

school 

Parents/Carers  

Parents and Carers play a crucial role in ensuring that their children understand the 

need to use the internet and mobile devices in an appropriate way. The school will take 

every opportunity to help parents understand these issues through annual parent 

workshops, monthly newsletters and information regarding current issues. Parents and 

carers are encouraged to support the school in promoting good online safety practice 

and to follow guidelines on the appropriate use of: 

 digital and video images taken at school events 

 access to parents’ sections of the website and the school Facebook page 
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Online Safety Intent at Baxenden 

In a world in which the internet has become a pivotal aspect of children’s lives, our 

online safety curriculum provides our pupils with the necessary skills to become safe, 

positive and conscientious users of the digital world.  

Implement 

Implement refers to the way our curriculum is taught and organised, including how we 

achieve our intent at Baxenden. 

Pupils  

Whilst regulation and technical solutions are very important, their use must be 

balanced by educating pupils to take a responsible approach.  The education of pupils in 

online safety and digital literacy is therefore an essential part of the school’s online 

safety provision. Children and young people need the help and support of the school to 

recognise and avoid online safety risks and build their resilience. 

Online safety is a focus in all areas of the curriculum and all school staff have a duty to 

reinforce online safety messages across the curriculum. The school currently use Rising 

Stars Online Safety to provide a broad, relevant curriculum, which provides 

progression, with opportunities for creative activities and this is provided in the 

following ways:  

 Online Safety lessons, linked to the Rising Stars curriculum, are taught as part of 

Computing units 

 A stand-alone lesson on online safety begins each unit in a half-term and is then 

reinforced throughout the work in that unit 

 All pupils begin the school year by signing the Pupil Acceptable Use policy, which is 

discussed in detail 

 Key online safety messages are reinforced through assemblies and pastoral activities 

 In all lessons where the internet is used, pupils are taught and reminded to be 

critically aware of the materials and content they access online and are guided to 

validate the accuracy of information 

 Pupils are taught to acknowledge the source of information and to respect copyright 

when using material accessed on the internet 

 Where an incident occurs or arises, pupils are referred to the Acceptable Use Policy 

and any other relevant policies in order to consider their actions and the actions of 

others  
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 All pupils from Year 1 – Year 6 receive an annual Online Safety Workshop with a 

trained Lancashire Online Safety Advisor 

 All pupils participate in Safer Internet Day every February 

Parents and Carers  

Parents and carers play an essential role in the education of their children and in the 

monitoring and regulation of the children’s online behaviours. Parents may 

underestimate how often children and young people come across potentially harmful 

and inappropriate material on the internet and may be unsure about how to respond. 

The school provide information and awareness to parents and carers through:  

 Monthly newsletters regarding current issues and updates 

 An annual parent workshop provided by a Lancashire Online Safety Advisor 

 The use of the school Facebook page to raise awareness of any additional 

information which needs to be shared 

 Sending out information regarding UK Safer Internet Day 

 Making reference and providing links to relevant websites and documentation in the 

Online Safety section of the school’s website 

Staff and Volunteers 

It is essential that all staff receive online safety training and understand their 

responsibilities, as outlined in this policy. Training is offered as follows:  

 A planned cycle of online safety training with a Lancashire Online Safety Advisor, 

which is completed annually with all members of staff 

 All new staff receive online safety training and are directed to the school’s Online 

Safety Policy and Acceptable Use Policy as part of their induction process 

 The Online Safety Lead and other members of the Online Safety Group attend 

regular networks and relevant external training courses, feeding back to other staff 

where necessary 

 The Online Safety policy and its updates are presented to and discussed with staff 

regularly 

Governors 

Governors take part in online safety training, with particular importance for those who 

are members of any subcommittee or group involved in technology/online 

safety/health and safety and safeguarding. This is offered through: 
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 Attendance at training provided by the Local Authority  

 Participation in school training and information sessions for staff or parents, 

including attendance at relevant worships and lessons  



11 
 

Technology 

Mobile Technologies 

Mobile technology devices may be school owned, provided or personally owned and 

might include: smartphone, tablet, notebook, laptop, smart watch or other technology 

that usually has the capability of utilising the school’s wireless network and using digital 

images. The device then has access to the wider internet which may include cloud based 

services such as email and data storage. 

The school currently has 41 IPads, which consist of 8 staff IPads and 33 pupil IPads. 

These are currently split over both key stages, 21 in KS2 and 12 in KS1. IPads are used 

to support learning in a variety of areas including: 

 Searching the internet for a research-based lesson 

 Various learning apps, most predominantly Active Learn, My Maths and Times 

Tables Rockstars 

 Recording apps including Pic Collage and Popplet 

 Evidencing learning through digital photos and videos 

The school also has a media suite which houses 22 pupil computers and 12 laptops for 

use in lessons. Additionally, each classroom contains a teacher laptop and KS1 

classrooms house 4 pupil computers per classroom. Laptops are also used in the school 

hall, offices and staff meeting room. 

All laptops and IPads used in school have been authorised by the Head teacher for 

educational purposes and run on the school’s network. Each user has an individual login 

and password, which is updated regularly to prevent password misuse and protect data. 

All users, including the pupils, sign an Acceptable Use Policy and understand that the 

primary purpose of the use of mobile or personal devices in a school context is 

educational. The expected and accepted use of mobile technologies is outlined in the 

table on the following page. 
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 School Devices Personal Devices 

 School 

owned for 

single 

user e.g. 

teacher 

computer

/laptop 

School 

owned for 

multiple 

users e.g. 

pupil 

computers 

and 

laptops, 

IPads 

Authorised 

device 

(authorised 

only by the 

Head 

teacher or 

the Online 

Safety 

Lead) 

Pupil 

owned 
Staff 

owned 
Visitor 

owned 

Allowed in school Yes Yes Yes Yes* Yes** Yes 

Full network 

access 

Yes  Yes    

Internet only  Yes     

No network 

access 

   Yes Yes Yes 

 

*A pupil-owned device is only allowed in school where staff  have been informed and the pupil has 

been given permission. The device must be switched off , handed into the school office at the 

beginning of the school day and collected at the end of the school day. This includes all personal 

devices listed on page 11. 

** All staff sign an Acceptable Use Policy which states that personal devices are only to be used at 

certain times of the day. For example, lunchtime, and must not be used in view of the children or to 

take photos/videos of the children. This is also the case for external visitors. 

Filtering 

The school will work with the Local Authority and the Internet Service Provider to 

ensure systems to protect and safeguard children are reviewed and improved. The 

school deploys the Local Authority filtering system in school – Netsweeper. The settings 

are managed by Midshire IT Services and the Online Safety Lead – these are in line with 

authority guidance. If staff or pupils come across unsuitable on-line materials, the site 

must be reported to the Online Safety Lead. Any issues or suspicious activity will be 

investigated by the SLT/Governing body to ensure children are safeguarded.   

Parents will be advised upon the importance of filtering on home computers via the 

school website and/or Online Safety workshops. 
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Use of Digital and Video Images  

The development of digital imaging technologies has created significant benefits to 

learning, allowing staff and pupils instant use of images that they have recorded 

themselves or downloaded from the internet. However, all parties involved need to be 

aware of the risks associated with publishing digital images on the internet. Such 

images may provide avenues for cyberbullying to take place. Digital images may remain 

available on the internet forever and may cause harm or embarrassment to individuals 

in the short or longer term. It is common for employers to carry out internet searches 

for information about potential and existing employees. To reduce the likelihood of the 

potential for harm, the school will inform and educate users about these risks and will 

implement policies:  

 When using digital images, staff inform and educate pupils about the risks 

associated with the taking, use, sharing, publication and distribution of images. This 

is included in the Rising Stars Online Safety scheme that the school follows to 

support the curriculum. In particular they should recognise the risks attached to 

publishing their own images on the internet e.g. on social networking sites. 

 Written permission from parents or carers will be obtained before photographs of 

pupils are published on the school website, social media platforms or in the local 

press 

 Parents and carers are informed at the start of any school event if they are unable to 

take videos and digital images. To respect everyone’s privacy and in some cases 

protection, where images and videos are permitted to be taken, these images should 

not be published on social networking sites, nor should parents or carers comment 

on any activities involving other pupils in the content 

 Staff and volunteers are allowed to take digital video or images to support 

educational aims, but this must be done on authorised devices and they must follow 

school policies concerning the sharing, distribution and publication of those images 

 Pupils must not take, use, share, publish or distribute images of others without their 

permission  

 Photographs published on the website, or elsewhere that include pupils will be 

selected carefully and will comply with good practice guidance on the use of such 

images. 

 Where pupils’ full names are used on a website or blog, they will not be used in 

association with photographs. 
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Data Protection 

Personal data will be recorded, processed, transferred and made available according to 

the Data Protection Act 2018. Please see the Data Protection Policy for more 

information. 

The school: 

 Has a Data Protection Policy.  

 Has paid the appropriate fee to the Information Commissioner’s Office (ICO). 

 Has appointed a Data Protection Officer (School Business Manager.) 

 Will hold the minimum personal data necessary to enable it to perform its function 

and it will not hold it for longer than necessary for the purposes it was collected for. 

This data must be accurate and updated regularly.  

 Has clear and understood arrangements for access to and the security, storage and 

transfer of personal data, including, where necessary, adequate contractual clauses or 

safeguards where personal data is passed to third parties e.g. cloud service providers. 

 Has clear and understood methods of data retention and routines for the deletion and 

disposal of data. 

 Considers the protection of personal data when accessed using any remote access 

solutions. 

 Use personal data only on secure password protected computers and other devices, 

ensuring that they are properly “logged-off” at the end of any session in which they are 

using personal data. 
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Communications and Social Media 

Communications 

When using communication technologies the school considers the following as good 

practice: 

 The official school email service is regarded as safe and secure and is used only for 

communications which are relevant to their job role 

 Users must immediately report, to the nominated person the receipt of any 

communication that makes them feel uncomfortable, is offensive, discriminatory, 

threatening or bullying in nature and must not respond to any such communication 

 Any digital communication between staff, pupils, parents and carers (email, social 

media etc) muse remain professional and only take place using authorised school 

systems 

 Pupils will be taught about the risks attached various methods of digital 

communication as part of the Online Safety Scheme of work and Computing 

curriculum 

 Staff email addresses remain hidden from parents – only a bursar and head email 

address is made available on the school website 

 In computing units where email is used, the pupils will use Purple Mash as a secure 

platform for communicating 

Social Media 

As part of ongoing communications, the school uses a Facebook page and a Twitter 

Account. The school provides the following measures to ensure reasonable steps are in 

place to minimise risk of harm to pupils, staff and the school on these platforms through: 

 Ensuring that personal information is not published  

 Training is provided annually including: acceptable use; social media risks; checking of 

settings; data protection; reporting issues.  

 Clear reporting guidance, including responsibilities, procedures and sanctions, 

including the possibility of disciplinary action 

 Ensuring a process for approval by senior leaders 

 The accounts are managed only by appointed staff 

School staff ensure that: 
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 They do not engage in online discussion on personal matters relating to members of 

the school community  

 Personal opinions should not be attributed to the school or local authority  

 Security settings on personal social media profiles are regularly checked to minimise 

risk of loss of personal information 

 Where excessive personal use of social media in school is suspected, and considered to 

be interfering with relevant duties, disciplinary action may be taken  

Monitoring of Public Social Media 

 As part of active social media engagement, it is considered good practice to pro-

actively monitor the Internet for public postings about the school 

 The school should effectively respond to social media comments made by others 

according to a defined system or process 
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Responding to Online Safety Concerns 

As part of ongoing child protection, the school uses CPOMS as a method of reporting 

concerns and incidents related to online safety. Notification of these concerns are sent 

directly to the senior leadership team (SLT), recorded in the online safety concern 

chronology and dealt with in accordance with child protection procedures (see Child 

Protection policy.) Where relevant, other parties such as parents, carers and external 

agencies may be contacted. 

Where a member of staff or the wider community has an online safety concern 

regarding a member of staff, these should be reported to the Head teacher or Chair of 

Governors and will be investigated and dealt with immediately. 

Responding to Incidents of Misuse 

Any incidents of misuse, both in or out of school, are reported directly to the SLT and 

dealt with immediately. When the incident has taken place in school, the pupil or pupils 

in question will have their internet access removed in accordance with the Acceptable 

Use Policy and parents/carers will be contacted. In the event that misuse has been 

identified in a member of staff, this will result in disciplinary action. 

Any incident which has occurred outside of school will be investigated and referred to 

parents, carers or the police where necessary. School will provide support and guidance 

to the best of its ability in these instances and continue to closely monitor the pupil’s 

use of the internet within school. 

Responding to Incidents of Cyberbullying 

Cyberbullying (along with all other forms of bullying) of any member of the school 

community will not be tolerated. There are clear procedures in place to support anyone 

in the school community affected by cyberbullying and all incidents of cyberbullying 

reported to the school will be recorded on a bullying concern log in accordance with the 

Anti-Bullying policy. There are clear procedures in place to investigate incidents or 

allegations of Cyberbullying: 

 Pupils, staff and parents/carers will be advised to keep a record of the bullying as 

evidence.  

 The school will take steps to identify the bully, where possible and appropriate, 

which may include examining school system logs, identifying and interviewing 

possible witnesses, and contacting the service provider and the police, if necessary.  

 Pupils, staff and parents/carers will be required to work with the school to support 

the approach to cyberbullying and the school’s online safety intent 

Sanctions for those involved in cyberbullying may include:  
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 The bully will be asked to remove any material deemed to be inappropriate or a 

service provider may be contacted to remove content if the bully refuses or is unable 

to delete content 

 Internet access may be suspended at school for the user for a period of time. Other 

sanctions for pupils and staff may also be used in accordance to the schools anti 

bullying, behaviour policy or Acceptable Use Policy 

 Parent/carers of pupils will be informed 

 The Police will be contacted if a criminal offence is suspected 
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Illegal Incidents 

If there is any suspicion that the web site(s) concerned may contain child abuse images, 

or if there is any other suspected illegal activity, the school will refer to the right hand 

side of the Flowchart below for responding to online safety incidents and report 

immediately to the police.  
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External Links 

The following links may be useful in providing additional information regarding online 

safety and are referred to on the school’s website: 

CEOP (Child Exploitation and Online Protection Centre): www.ceop.police.uk  

 Childline: www.childline.org.uk  

 Childnet: www.childnet.com  

 Click Clever Click Safe Campaign: http://www.nidirect.gov.uk/click-clever-click-safe  

Digital Parenting: 

https://www.vodafone.co.uk/cs/groups/public/documents/webcontent/vfcon096227.

pdf 

 Digizen: www.digizen.org.uk  

 Internet Watch Foundation (IWF): www.iwf.org.uk  

 Kidsmart: www.kidsmart.org.uk  

 Think U Know website: www.thinkuknow.co.uk  

UK Safer Internet Centre: https://www.saferinternet.org.uk/ 

 Virtual Global Taskforce — Report Abuse: www.virtualglobaltaskforce.com 
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Appendix 
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KS1 
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KS2 


